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DATA PROTECTION OFFICER

The Controller has appointed a Data Protection Officer (DPO) who can be contacted at any time by e-
mail at privatnost@studenac.hr or by mail to the address of the Controller concerning any issues 
relating to the protection of personal data and the exercise of all the rights guaranteed by the 
Regulation.

LEGAL FRAMEWORK

The Controller shall respect the privacy of any person whose personal data it collects (hereinafter: 
Data Subject) and undertakes to protect your personal data. In the Privacy Policy, we would like to 
inform you about what personal data we collect and for what purpose, how we protect it and what 
your rights as a Data Subject are.

Data processing is carried out in accordance with the provisions of Regulation (EU) 2016/679 of the 
European Parliament and of the Council of 27 April 2016 on the protection of natural persons with 
regard to the processing of personal data and on the free movement of such data (hereinafter: 
Regulation, GDPR), Law on the Implementation of the General Data Protection Regulation (Official 
Gazette 42/2018) and other regulations governing the subject area, which are applicable in the 
Republic of Croatia.

SCOPE

This Privacy Policy applies to all processing of personal data carried out by the Controller. The 
Controller processes personal data of the following categories of Data Subjects:

 employees of the Controller and members of their families (children);
 potential employees of the Controller;
 business partners and employees of business partners of the Controller;
 customers, users of the services of the Controller;
 users of the Moj Studenac loyalty program;
 users of the service Zaklada Blaga djela;
 pupils and students who have a contract with the Controller.

PRINCIPLES RELATING TO PROCESSING OF PERSONAL DATA

We process personal data only in accordance with the General Data Protection Regulation. Therefore,
personal data shall be (Article 5 of the Regulation):

 processed lawfully, fairly and in a transparent manner in relation to the Data Subject 
(‘lawfulness, fairness and transparency’);

 collected for specified, explicit and legitimate purposes and not further processed in a
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manner that is incompatible with those purposes; further processing for archiving 
purposes in the public interest, scientific or historical research purposes or statistical 
purposes shall, in accordance with Article 89(1), not be considered to be incompatible 
with the initial purposes (‘purpose limitation’);

 adequate, relevant and limited to what is necessary in relation to the purposes for 
which they are processed (‘data minimisation’);

 accurate and, where necessary, kept up to date; every reasonable step must be taken 
to ensure that personal data that are inaccurate, having regard to the purposes for 
which they are processed, are erased or rectified without delay (‘accuracy’);

 kept in a form which permits identification of Data Subjects for no longer than is 
necessary for the purposes for which the personal data are processed; personal data 
may be stored for longer periods insofar as the personal data will be processed solely 
for archiving purposes in the public interest, scientific or historical research purposes 
or statistical purposes in accordance with Article 89(1) subject to implementation of 
the appropriate technical and organisational measures required by this Regulation in 
order to safeguard the rights and freedoms of the Data Subject (‘storage 
limitation’);

 processed in a manner that ensures appropriate security of the personal data, 
including protection against unauthorised or unlawful processing and against 
accidental loss, destruction or damage, using appropriate technical or organisational 
measures (‘integrity and confidentiality’).

LAWFULNESS OF PROCESSING OF PERSONAL DATA

Particular attention should be paid to the lawfulness of the processing. Processing shall be lawful only 
if and to the extent that at least one of the following applies (Article 6 of the Regulation):

 the Data Subject has given consent to the processing of his or her personal data for one or 
more specific purposes;

 processing is necessary for the performance of a contract to which the Data Subject is party 
or in order to take steps

 at the request of the Data Subject prior to entering into a contract;
 processing is necessary for compliance with a legal obligation to which the Controller is 

subject;
 processing is necessary in order to protect the vital interests of the Data Subject or of 

another natural person;
 processing is necessary for the performance of a task carried out in the public interest or 

in the exercise of official authority vested
 in the Controller;
 processing is necessary for the purposes of the legitimate interests pursued by the 

Controller or by a third party, except where such interests are overridden by the interests or 
fundamental rights and freedoms of the Data Subject which require protection of personal 
data, in particular where the Data Subject is a child.

The legitimate interests of the Controller may constitute a legal basis for the processing provided that 
the interests or fundamental rights and freedoms of the Data Subject are not overridden, taking into 
account the reasonable expectations of Data Subjects based on their relationship with the Controller. 
Such legitimate interest could exist, for example, where there is a relevant and appropriate 
relationship between the Data Subject and the Controller in situations such as where the Data Subject 
is a client or in the service of the Controller.

RIGHTS OF THE Data Subject
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The Controller shall, in its ordinary course of business, enable the Data Subjects to exercise all their 
rights related to the processing of personal data. In addition, the Data Subjects may submit a request 
for the exercise of rights to the Controller or submit it to the e-mail address of the Data Protection 
Officer.
Data Subjects’ rights include:

Right of access – the Data Subject shall have the right to obtain from the Controller confirmation as to
whether or not personal data concerning him or her are being processed, and access to his or her 
personal data.

Right to rectification – the Data Subject shall have the right to obtain from the Controller without 
undue delay the rectification of inaccurate personal data concerning him or her. Taking into account 
the purposes of the processing, the Data Subject shall have the right to have incomplete personal 
data completed, including by means of providing a supplementary statement.

Right to erasure (‘right to be forgotten’) – The Data Subject shall have the right to obtain from the 
Controller the erasure of personal data concerning him or her without undue delay and the Controller
shall have the obligation to erase personal data without undue delay, unless there is a justified reason 
not to do so (e.g. a legal obligation of the Controller).

Right to restriction of processing – The Data Subject shall have the right to obtain from the Controller 
restriction of processing if the conditions laid down in Article 18 of the Regulation are fulfilled.

Right to data portability – The Data Subject shall have the right to receive the personal data 
concerning him or her, which he or she has provided to a Controller, in a structured, commonly used 
and machine-readable format and have the right to transmit those data to another Controller without
hindrance from the Controller to which the personal data have been provided.

Right to object – The Data Subject shall have the right to object, on grounds relating to his or her 
particular situation, at any time to the processing of personal data concerning him or her which is 
based on point (e) or (f) of Article 6(1), including profiling based on those provisions (see Lawfulness 
of processing).

Automated individual decision-making, including profiling – The Data Subject shall have the right not 
to be subject to a decision based solely on automated processing, including profiling, which produces
legal effects concerning him or her or similarly significantly affects him or her.

CATEGORIES OF PERSONAL DATA PROCESSED

As a general rule, the Controller processes the personal data of Data Subjects provided by the Data 
Subjects themselves for the purpose and to the extent necessary to fulfil their legal and contractual 
obligations. Based on a legitimate interest, the Controller shall process the personal data of the Data 
Subject provided that the interests or fundamental rights and freedoms of the Data Subject are not 
overriding, taking into account the reasonable expectations of Data Subjects based on their 
relationship with the Controller.

The Controller shall not process special categories of personal data where this is not strictly necessary 
for the purpose of the processing and if the conditions of Article 9 of the Regulation are not fulfilled. 
The Controller shall process workers’ data falling under special categories of personal data, such as 
union membership data (e.g. when exercising special rights under relevant regulations), religious or 
philosophical beliefs (e.g. when exercising the right to additional public holidays for religious holidays 
if the individual has voluntarily disclosed such data for the stated purpose) or data relating to health 
(e.g. under special safety at work regulations or for the purpose of keeping records on workers, or 
when specific health certificates are required for certain jobs), etc. The Controller, in case of need, 
shall also process personal data relating to criminal convictions and criminal offences, such as, for 
example, attestation confirming the absence of a worker’s criminal record.
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TRANSMISSION OF DATA TO THIRD PARTIES
The Controller shall only share personal data with others when it is allowed.

As part of the fulfilment of legal obligations, the Controller is obliged to provide the data to third 
parties. For example, the provision of workers’ data to the competent institutes: Croatian Pension 
Insurance Institute (HZMO), Croatian Health Insurance Fund (HZZO), Tax Administration, Central 
Registry of Affiliates (Regos) and pension companies. In certain cases, the Controller is obliged to 
provide or make available employment-related data to the Croatian Employment Service, e.g. for the 
purpose of including workers in active employment policy measures, as well as for issuing work 
permits, to insurance companies, banks, as well as in other cases where the regulations so require.

Also, certain workers’ data are sent to banks or pension funds as part of salary payments, and data 
may also be sent to creditors in accordance with enforcement regulations. Data are sometimes 
provided due to a contractual obligation (e.g. for students on internship, data is exchanged with 
schools/faculties).

Certain personal data are also provided to business partners for the purpose of providing specific 
services, e.g. health examination of workers (occupational medicine), to institutions that organise 
legally mandatory training (safety at work, hygienic minimum, toxicology) or to audit firms when 
carrying out mandatory audits, to notaries where certification is required, to the Financial Agency 
(FINA) for the purpose of obtaining business certificates, to entities obliged to observe the public 
procurement procedures when the Controller applies to public procurement tenders, for the purposes
of awarding and using official cards, work mobile devices or for the purchase of fuel.

Data may be transmitted to business entities (processors) that process data on behalf of the 
Controller. Most often, these are business associates of the Controller providing IT services, who store 
those data in their databases or have the possibility of viewing personal data until the processing is 
completed. A data processing agreement (DPA) shall be concluded with such entities regarding their 
powers and obligations when processing personal data, in accordance with the requirements of the 
Regulation.

In certain situations, external entities may, together with the Controller, jointly determine the purposes
and means of the processing of personal data, in which case these external partners and the 
Controller are joint Data Controllers. In these relations, the joint Data Controllers shall, in a transparent
manner, determine their respective responsibilities for compliance with the obligations under the 
Regulation, in particular as regards the exercise of the rights of the Data Subject and their duties to 
comply with the transparency of the processing, unless the responsibilities are established by law.

Where data processing leads to the disclosure of data to third countries, the Controller shall ensure 
that high standards of protection are respected in order to comply with the highest possible standard 
of protection of personal data, in accordance with the strict requirements under the Regulation. In this
respect, when international transfers of personal data are in effect, the Controller shall inform the Data
Subject of the intention to disclose personal data to a third country or international organisation and 
of the existence or non-existence of a European Commission adequacy decision. Any transfer of 
personal data to third countries shall be carried out in accordance with Chapter V of the Regulation.

PERSONAL DATA STORAGE PERIOD

Data Subjects’ data are processed and kept, in accordance with applicable legislation where the 
retention obligation is required (e.g. personal data of employees and payroll data are kept on a 
permanent basis and the accounting documents on the basis of which the data have been entered in 
the log, general ledger and special ledger are kept for 11 years) and, in situations where the Controller
is authorised to set data retention periods himself or herself, the data are kept for as long as 
necessary for the purposes for which the personal data are processed.
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SOURCES OF PERSONAL DATA

The Controller usually collects personal data personally from the Data Subject. When providing 
personal data by any means, the Data Subject shall be responsible for the accuracy of the data and 
agrees that the Controller shall use and collect the data in accordance with the positive regulations 
and conditions of this privacy policy.
In addition, the Controller may obtain the Data Subject’s personal data from other natural and legal 
persons.

DATA PROTECTION MEASURES

Taking into account the latest developments, the cost of implementation and the nature, scope, 
context and purposes of data processing, as well as the risks arising from data processing, the 
Controller shall implement appropriate technical and organisational data protection measures.

HANDLING OF PERSONAL DATA BREACHES

In the case of a personal data breach, the Controller shall without undue delay and, where feasible, 
not later than 72 hours after having become aware of it, notify the personal data breach to the 
competent supervisory authority/Data Subjects, unless the personal data breach is unlikely to result in 
a risk to the rights and freedoms of natural persons.

EMPLOYMENT CANDIDATES AND WORKERS

The Controller is an employer and processes personal data related to employment. In this respect, 
Data Subjects are current and former workers, potential workers, interns (students), persons in 
professional training, students working under a student contract, fellows and other persons whose 
data is processed in employment and similar contexts.

The Controller, as a potential employer, shall collect, process and store the data of employment 
candidates in the Controller’s database of candidates on the basis of their voluntary application, by:

 candidate application via web application form;
 application via e-mail;
 application in some other way.

Data normally collected include: name, surname, date of birth, address, nationality, PIN, mobile phone
number, e-mail address (for contact purposes), gender, professional qualifications, language, 
preferred means of communication.

Data on candidates may be obtained indirectly by the Controller, from domestic and foreign 
employment agencies, in which case these agencies are obliged to inform candidates about the 
processing of their personal data by the Controller.

Employment candidates shall send their job applications:

 as open applications, in which case we shall process the data for the purpose of 
contacting the candidate about the employment for five years;

 as applications for specific recruitment procedures that have a stipulated deadline, in 
which case we shall process the data until the end of the procedure. In the event that 
candidates who apply for a specific recruitment procedure that has a stipulated 
deadline give specific consent, we shall process the data for the purpose of contacting
the candidate in connection with employment for five years for the needs of any 
other recruitment procedure.

EMPLOYMENT AND OTHER COMPARABLE RELATIONS

The Controller, as employer, shall process all employee data in the employee database, which is 
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maintained in an electronic form and in the employee's physical files. Data shall be collected in 
accordance with the Labor Act, the Rules on the content and method of keeping employee records, 
the Rules on the content of payslips, remuneration, severance pay and compensation for annual 
leave, and other legal acts regulating employment relations.

The following personal data of employees shall be collected and processed:

 Name and surname;
 Personal identification number (OIB);
 Gender;
 Date of birth;
 Place of birth;
 Country of birth;
 Citizenship;
 Address of permanent/temporary residence;
 Phone/mobile number;
 E-mail;
 Professional qualification;
 Occupation;
 Data on completed education and vocational training (copies of diplomas and 

certificates);
 Data on pensionable period (e-book);
 Place/municipality of work;
 Agreed working hours;
 Position;
 Date of employment;
 Number of the insured person in HZMO and HZZO;
 Salary account number (IBAN);
 Protected account number (IBAN) (if the employee has one);
 Subject to Pillar II of the pension system;
 Personal deduction according to the PK card;
 Information on children and dependent members;
 Birth certificate if the child is under the age of 15;
 Data on pay suspensions;
 Access card number;
 Data on health examinations of employees who work in special working conditions;
 Union membership;
 Work permit data (if the worker is a foreign national);

 Assessments, impact assessments, letters of formal notice;
 Final date of employment;
 Reason for termination of employment;
 Application and CV;
 results of health and psychological examinations carried out in the selection of candidates for 

the position (if any).

As a rule, the necessary data for concluding student contracts shall include:

 Certificate from the faculty for the current year as proof of student status or a copy of the 
index for the current year enrolled;

 Identity card data (ID card presented for reference);
 Confirmation/card from the Student Centre;
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 PIN.

In addition to those data, the Controller may keep in the employee's file other data collected in the 
recruitment process, as well as other data collected during the employment relationship specified in 
the regulations (awards, warnings, certificates, etc.).

All employee data shall be kept in the employee database from the date on which the employment 
relationship is entered into and shall be kept up-to-date until the termination of the employment 
relationship, and shall be kept as a record of permanent value in accordance with the relevant 
regulations.

The Controller shall also keep in its database the data of other persons in a business relationship 
comparable to an employment relationship or of persons undergoing internship and professional 
training, which shall be kept from the start of work and kept up-to-date until the end of work, and 
shall be kept in accordance with the relevant regulations. A specific case is data of students on 
internship who may be minors subject to special care and whose data shall be collected and kept in 
accordance with specific regulations with the approval of the school and parents.

BUSINESS PARTNERS

In its operations, the Controller also processes personal data of employees of business partners or 
potential business partners, as well as natural persons with whom the Controller has or may have a 
business relationship.

The categories of personal data of Data Subjects to be collected include:

 Name and surname;
 E-mail address;
 Phone/mobile number;
 Data about the function within the legal entity they represent;
 References and short CVs, where applicable;
 Data given on blank promissory notes, promissory notes, bills of exchange;
 Bank account number (IBAN), when the business partner is a natural person with whom a 

contractual relationship is entered into;
 Other data depending on the nature of the business relationship.

Methods of Data Subject's personal data collection include:

• Received offers/inquiries from Data Subjects for business cooperation;
 Data received from Data Subjects in the context of the sale of the Controller's 

products/services or the purchase of products/services from a business partner;
 Business correspondence related to certain previous or current business cooperation (e.g. 

correspondence carried out as part of the execution of a contract);
 Publicly disclosed data (e.g. court register, websites of business partners, etc.).

In addition to the above types of data and places of collection, personal data may also be processed 
for other specific purposes, but always within the framework prescribed by law or if the processing is 
necessary to exercise rights and obligations arising from a business relationship.

The data of Data Subjects who, as natural persons, have a business relationship with the Controller 
shall be kept in accordance with applicable legal regulations (e.g. the Controller is also obliged to 
keep all invoices, as well as the basis for invoicing, for 11 years in accordance with the legislation).

In situations where the Controller is authorised to determine the data retention periods himself or 
herself, these shall be determined taking into account the purpose of the processing and the interests 
of the Data Subject.
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CUSTOMERS (“Moj Studenac” loyalty programme)

In its operations, the Controller also processes personal data of customers participating in the Moj 
Studenac loyalty programme. Data Subjects are all persons who voluntarily participate in the “Cool 
program/My Studenac” loyalty system. Only natural persons of age may be members of the loyalty 
programme.

Processed categories of data are:

Mandatory data:

 Name and surname;
 Date of birth;
 Postal Code;
 Favourite shop;
 Mobile phone number;
 E-mail address;
 Country;
 Do you shop in Studenac on a weekly basis?

Optional data:

• Gender.

Data recorded at the time of purchase:

• Which branch did the Data Subject visit;
• Products they have purchased;
• Coupons that have been used;
• Invoice amount;
• Time of payment;
• Type of payment method.

Data recorded when using the application:

• Which content you watched;
• Which coupons you viewed/activated;
• Settings on receiving notifications, participation in prize games;
• Digital Card ID;
• The version of the operating system used;
• Device identifier;
• System language;
• Selected country;
• Application version.

When conducting the survey, we collect information on your purchasing habits, your use of the 
application, and your personal circumstances and interests.

PUBLIC ANNOUNCEMENTS

The Controller publishes information for promotion purposes via its website, social media profiles, etc.
Such publications may contain a limited set of personal data, such as names, functions, professional 
data, videos, statements and photographs.

The legal basis for processing is the legitimate interest of the Controller, always taking into account 
the interest of the Data Subject, so personal data shall not be published if it is determined that the 
interest of the Data Subject overrides the interest of the Controller to make the data public. In some 
situations, disclosure of information may be based on consent in accordance with the Regulation.
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Publications shall have a permanent character, which ensures information about current events, as 
well as insight into previous activities.

Processing will stop if, on the basis of the Data Subject’s objection, it is established that such 
objection is justified or if the Data Subject has withdrawn consent in situations where consent is 
applicable and in a manner that can be implemented.

MARKETING MESSAGES (NEWSLETTERS)

The Controller has a legitimate interest in the processing of personal data carried out for direct 
marketing purposes, in particular for the purpose of sending marketing messages (newsletters) by e-
mail, SMS and/or instant messages (Viber, WhatsApp, etc.). Based on legitimate interest, the 
Controller may send different newsletters depending on the relationship the Data Subjects have with 
the Controller.

The personal data to be collected in particular include name and surname, e-mail address, 
telephone/mobile number, address, gender, country/language of communication, as well as also 
basic data related to that relationship with us.

Data Subjects may request a restriction of processing at any time.

On some of its websites, the Controller offers the possibility for users to register for newsletter delivery
by e-mail. In order to ensure that there is no error or misuse when entering an e-mail, we use the so-
called Double opt-in process (double confirmation): once the e-mail address has been entered in the 
registration field, the Controller sends a confirmation link to the e-mail address. It is only after you 
have clicked on the confirmation link that your email address is added to the database for sending the
specific newsletter. Such newsletters are sent on the basis of the consent you give us by filling in and 
confirming the form on the website. The content and purpose of the newsletter shall be indicated at 
the time of your registration.
At any time, the Data Subject can unsubscribe from the list and the Data Controller shall immediately 
stop sending the newsletter.

USE OF COOKIES

Cookies are small files that the website visited by the user stores on the user's computer for its own 
purposes. These needs may be different, so data that may be stored include data on the language the
user has selected, the list of items in the shopping basket in the online shop, the user’s IP address, 
the user’s username and password, e-mail address, geolocations, etc.

Cookies are divided by duration, by source and by function.

By duration, cookies may be:

 Permanent Cookies (Persistent Cookies)
These are cookies that remain on the computer even after the internet browser is closed. 
They store data, such as login name and password, language settings or cookie settings, so 
that the user does not have to re-enter that data on every subsequent visit. Permanent 
cookies can remain on your computer for days, months, or even years.

 Temporary Cookies (Session Cookies)
These are cookies removed from the computer after the internet browser is closed. They store
temporary data, such as the last few pages that the user has opened on the website visited or
items in the shopping basket in the case of an online shop.

By source, cookies may be:
 First party cookies

These are cookies stored by the website that the user is primarily visiting.
 Third-party cookies
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These are cookies that are stored by other websites or web services, which are parts of the 
primary website that the user is visiting. They are typically used to track user habits on the 
primary website or may be used by a web service to provide quality service.

By function, there are several types of cookies:
 Technical/essential cookies

These are cookies that are necessary for the functionality of the website as well as its core 
functionalities, such as the session identifier of the user's current visit or the contents of the 
shopping basket that the user “filled” when purchasing products via an online shop.

 Functional cookies
These are cookies that enable the website to provide improved functionality and 
personalisation, such as remembering the language in which the content of the website is 
displayed.

 Statistical cookies
These are cookies that collect information about how users visit the website. In principle, data 
are collected in an aggregated form without identifying the user itself.

 Marketing cookies
These are cookies that collect information on the habits and behaviour of users on the 
website in order to publish personalised ads.

Only technical/essential cookies shall be used without the consent of the Data Subject. The Data 
Subject’s consent will be requested for all other cookies.

VIDEO SURVEILLANCE

The Controller has a legitimate interest in implementing video surveillance measures to protect 
property and persons.

The processing of employees’ personal data by means of a video surveillance system is carried out 
in addition to the conditions laid down in the regulations governing safety at work and in accordance 
with the Rules on video surveillance by the Controller.

The Controller shall indicate in a prescribed manner all places where video surveillance is installed.

The Controller is aware that the videos contain personal data of all persons moving within the 
perimeter of the camera and therefore keeps them with special care, has an orderly system of 
security, availability and deletion policy which is governed by the Controller's internal security rules.

Video surveillance records are kept for a maximum of 30 days from the day of recording. If necessary 
(for the purposes of legal proceedings, etc.), the data is kept until the end of the proceedings.

In the case of judicial and/or criminal proceedings, the Data Controller may use these video 
recordings. Personal data on the recordings may also be viewed by third parties, processors, 
contractual partners of the Controller registered and competent to provide personal and property 
protection services, who in no way use the data themselves, but ensure the security of central 
surveillance and alert systems. All other details relating to video surveillance are subject to specific 
regulations governing this area.

GPS MONITORING OF VEHICLES

The Controller has a legitimate interest in implementing GPS measures to monitor vehicle movements
to protect property and persons, and to better organise work.

The processing of employees’ personal data through the GPS vehicle tracking system is carried out 
in accordance with the Rules on GPS tracking of vehicle movements of the Controller.

The Controller shall indicate in a prescribed manner all vehicles whose movement is monitored 
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through a GPS device, and Data Subjects shall be informed accordingly.

Records of vehicle movements are kept for a maximum of 30 days from the date of recording. If 
necessary (for the purposes of legal proceedings, etc.), the data is kept until the end of the 
proceedings.

FINAL PROVISIONS

We regularly update the privacy policy so that it is accurate and up-to-date, and we reserve the right 
to change its content if we consider it necessary. You will be informed about all changes and 
additions in a timely manner through our website, in line with the principle of transparency.

In Omiš, 29.02.2024


